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Abstract— This paper provides an overview of the Internet of Things (IoT) with emphasis on enabling technologies, protocols, and 
application issues. The IoT is enabled by the latest developments in RFID, smart sensors, communication technologies, and Internet 
protocols. The basic premise is to have smart sensors collaborate directly without human involvement to deliver a new class of 
applications. The current revolution in Internet, mobile, and machine-to-machine (M2M) technologies can be seen as the first phase of 
the IoT. In the coming years, the IoT is expected to bridge diverse technologies to enable new applications by connecting physical objects 
together in support of intelligent decision making. This paper starts by providing a horizontal overview of the IoT. Then, we give an 
overview of some technical details that pertain to the IoT enabling technologies, protocols, and applications. Compared to other survey 
papers in the field, our objective is to provide a more thorough summary of the most relevant protocols and application issues to enable 
researchers and application developers to get up to speed quickly on how the different protocols fit together to deliver desired 
functionalities without having to go through RFCs and the standards specifications. We also provide an overview of some of the key IoT 
challenges presented in the recent literature and provide a summary of related research work. Moreover, we explore the relation between 
the IoT and other emerging technologies including big data analytics and cloud and fog computing. We also present the need for better 
horizontal integration among IoT services. Finally, we present detailed service use-cases to illustrate how the different protocols 
presented in the paper fit together to deliver desired IoT services.  
 
Index terms-  IoT services, sensors, Control System 

                         
I . INTRODUCTION  

 
Automation or automatic control, is the use of various control 
system for operating equipment such as machinery, processes 
in factories, boilers and heat treating ovens, switching on 
telephone networks, steering and stabilization of ships, aircraft 
and other applications and vehicles with minimal or reduced 
human intervention. Some processes have been completely 
automated. The biggest benefit of automation is that it saves 
labor; however, it is also used to save energy and materials and 
to improve quality, accuracy and precision. 

The term automation, inspired by the earlier word 
automatic (coming from automaton), was not widely used 
before 1947, when Ford established an automation department. 
It was during this time that industry was rapidly adopting 
feedback controllers which were introduced in the 1930s. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Automation has been achieved by various means including 

mechanical, hydraulic, pneumatic, electrical, electronic devices 
and computers, usually in combination. Complicated systems, 
such as modern factories, airplanes and ships typically use all 
these combined techniques. 

II. Open-loop and closed-loop (feedback) control— 
fundamentally, there are two types of control loop; open loop 
control, and closed loop (feedback) control. 

In open loop control, the control action from the controller 
is independent of the "process output" (or "controlled process 
variable"). A good example of this is a central heating boiler 
controlled only by a timer, so that heat is applied for a constant 
time, regardless of the temperature of the building. (The 
control action is the switching on/off of the boiler. The process 
output is the building temperature). 

In closed loop control, the control action from the controller 
is dependent on the process output. In the case of the boiler 
analogy this would include a thermostat to monitor the building 
temperature, and thereby feed back a signal to ensure the 
controller maintains the building at the temperature set on the 
thermostat. A closed loop controller therefore has a feedback 
loop which ensures the controller exerts a control action to give 
a process output the same as the "Reference input" or "set 
point". For this reason, closed loop controllers are also called 
feedback controllers. 

The definition of a closed loop control system according to 
the British Standard Institution is 'a control system possessing 
monitoring feedback, the deviation signal formed as a result of 
this feedback being used to control the action of a final control 
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element in such a way as to tend to reduce the deviation to 
zero.' " Likewise; "A Feedback Control System is a system 
which tends to maintain a prescribed relationship of one system 
variable to another by comparing functions of these variables 
and using the difference as a means of control.'  

The advanced type of automation that revolutionized 
manufacturing, aircraft, communications and other industries, 
is feedback control, which is usually continuous and involves 
taking measurements using a sensor and making calculated 
adjustments to keep the measured variable within a set range. 

The theoretical basis of closed loop automation is control 
theory. 

 
III.  Industrial Automation also involves significant amount 
of hardware technologies, related to Instrumentation and 
Sensing, Actuation and Drives, Electronics for Signal 
Conditioning, Communication and Display, Embedded as well 
as Stand-alone Computing Systems etc. 

 B. As Industrial Automation systems grow more 
sophisticated in terms of the knowledge and algorithms they 
use, as they encompass larger areas of operation comprising 
several units or the whole of a factory, or even several of them, 
and as they integrate manufacturing with other areas of 
business, such as, sales and customer care, finance and the 
entire supply chain of the business, the usage of IT increases 
dramatically. However, the lower level Automation Systems 
that only deal with individual or , at best, a group of machines, 
make less use of IT and more of hardware, electronics and 
embedded computing. 

Apart from the above, there are some other distinguishing 
features of IT for the factory that differentiate it with its more 
ubiquitous counterparts that are used in offices and other 
business.  

A. Industrial information systems are generally reactive in 
the sense that they receive stimuli from their universe of 
discourse and in turn produce responses that stimulate its 
environment. Naturally, a crucial component of an industrial 
information system is its interface to the world.  

B. Most of industrial information systems have to be real-
time. By that we mean that the computation not only has to be 
correct, but also must be produced in time. An accurate result, 
which is not timely may be less preferable than a less accurate 
result produced in time. Therefore systems have to be designed 
with explicit considerations of meeting computing time 
deadlines.  

C. Many industrial information systems are considered 
mission-critical, in the sense that the malfunctioning can bring 
about catastrophic consequences in terms of loss of human life 
or property. Therefore extraordinary care must be exercised 
during their design to make them flawless. In spite of that, 
elaborate mechanisms are often deployed to ensure that any 
unforeseen circumstances can also be handled in a predictable 
manner. Fault-tolerance to emergencies due to hardware and 
software faults must often be built in. 

 
       Automation can achieve all these in the following ways 

• Material 

• Energy 
• Manpower 
• Infrastructure 

  The overall production time for a product is affected by 
various factors. Automation affects all of these factors. Firstly, 
automated machines have significantly lower production times. 
For example, in machine tools, manufacturing a variety of 
parts, significant setup times are needed for setting the 
operational configuration and parameters whenever a new part 
is loaded into the machine. This can lead to significant 
unproductive for expensive machines when a variety of 
products is manufactured. In Computer Numerically Controlled 
(CNC) Machining Centers set up time is reduced significantly 
with the help of Automated Tool Changers, Automatic Control 
of Machines from a Part Program loaded in the machine 
computer. The consequent increase in actual metal cutting time 
results in reduced capital cost and an increased volume of 
production.    

 
  Production volume is achieves in 4 ways:- 

• Production Time 
• Material Handling Time 
• Idle Time 
• Quality Assurance Time 

         
       Similarly, systems such as Automated Guided 

Vehicles, Industrial Robots, Automated Crane and Conveyor 
Systems reduce material handling time. Automation also 
reduces cost of production significantly by efficient usage of 
energy, manpower and material. The product quality that can 
be achieved with automated precision machines and processes 
cannot be achieved with manual operations. Moreover, since 
operation is automated, the same quality would be achieved for 
thousands of parts with little variation.  Industrial Products go 
through their life cycles, which consists of various stages.  

 At first, a product is conceived based on Market feedbacks, 
as well as Research and Development Activities.  

Once conceived the product is designed. Prototype 
Manufacturing is generally needed to prove the design.  

Once the design is proved, Production Planning and 
Installation must be carried out to ensure that the necessary 
resources and strategies for mass manufacturing are in place.  
This is followed by the actual manufacture and quality control 
activities through which the product is mass-produced.  

This is followed by a number of commercial activities 
through which the product is actually sold in the market.   

Automation also reduces the over all product life cycle i.e., 
the time required to complete (i) Product conception and 
design (ii) Process planning and installation (iii) Various stages 
of the product life cycle. 
 
IV. Control actions 
The control action is the form of the controller output action. 

1) Discrete control (on/off) 
One of the simplest types of control is on-off control. An 
example is the thermostat used on household appliances which 
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either opens or closes an electrical contact. (Thermostats were 
originally developed as true feedback-control mechanisms 
rather than the on-off common household appliance 
thermostat.) 
Sequence control, in which a programmed sequence of 
discrete operations is performed, often based on system logic 
that involves system states. An elevator control system is an 
example of sequence control. 

 
 

2) PID controller 

 
A block diagram of a PID controller in a feedback loop, r(t) is 

the desired process value or "set point", and y(t) is the 
measured process value. 

A proportional–integral–derivative controller (PID 
controller) is a control loop feedback mechanism (controller)  
widely used in industrial control systems .  PID controller 
continuously calculates an error value as the difference 
between a desired setpoint and a measured process variable 
and applies a correction based on proportional, integral and 
derivative terms, respectively (sometimes denoted P, I, and D) 
which give their name to the controller type. The theoretical 
understanding and application dates from the 1920s, and they 
are implemented in nearly all analogue control systems; 
originally in mechanical controllers, and then using discrete 
electronics and latterly in industrial process computers. 

3) Sequential control and logical sequence or system 
state control- Sequential control may be either to a fixed 
sequence or to a logical one that will perform different actions 
depending on various system states. An example of an 
adjustable but otherwise fixed sequence is a timer on a lawn 
sprinkler. 

States refer to the various conditions that can occur in a use or 
sequence scenario of the system. An example is an elevator, 
which uses logic based on the system state to perform certain 
actions in response to its state and operator input. For 
example, if the operator presses the floor n button, the system 
will respond depending on whether the elevator is stopped or 
moving, going up or down, or if the door is open or closed, 
and other conditions.  An early development of sequential 
control was relay logic, by which electrical relays engage 
electrical contacts which either start or interrupt power to a 
device. Relays were first used in telegraph networks before 
being developed for controlling other devices, such as when 
starting and stopping industrial-sized electric motors or 
opening and closing solenoid valves. Using relays for control 
purposes allowed event-driven control, where actions could be 
triggered out of sequence, in response to external events. 
These were more flexible in their response than the rigid 
single-sequence cam timers. More complicated examples 
involved maintaining safe sequences for devices such as swing 
bridge controls, where a lock bolt needed to be disengaged 
before the bridge could be moved, and the lock bolt could not 
be released until the safety gates had already been closed. 

The total number of relays, cam timers and drum sequencers 
can number into the hundreds or even thousands in some 
factories. Early programming techniques and languages were 
needed to make such systems manageable, one of the first 
being ladder logic, where diagrams of the interconnected 
relays resembled the rungs of a ladder. Special computers 
called programmable logic controllers were later designed to 
replace these collections of hardware with a single, more 
easily re-programmed unit. 

In a typical hard wired motor start and stop circuit (called a 
control circuit) a motor is started by pushing a "Start" or 

State Abstraction 

 
This state diagram shows how UML can be used for 

designing a door system that can only be opened and closed 
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"Run" button that activates a pair of electrical relays. The 
"lock-in" relay locks in contacts that keep the control circuit 
energized when the push button is released. (The start button 
is a normally open contact and the stop button is normally 
closed contact.) Another relay energizes a switch that powers 
the device that throws the motor starter switch (three sets of 
contacts for three phase industrial power) in the main power 
circuit. Large motors use high voltage and experience high in-
rush current, making speed important in making and breaking 
contact. This can be dangerous for personnel and property 
with manual switches. The "lock in" contacts in the start 
circuit and the main power contacts for the motor are held 
engaged by their respective electromagnets until a "stop" or 
"off" button is pressed, which de-energizes the lock in relay. 
Commonly interlocks are added to a control circuit. Suppose 
that the motor in the example is powering machinery that has 
a critical need for lubrication. In this case an interlock could 
be added to insure that the oil pump is running before the 
motor starts. Timers, limit switches and electric eyes are other 
common elements in control circuits. 

Solenoid valves are widely used on compressed air or 
hydraulic fluid for powering actuators on mechanical 
components. While motors are used to supply continuous 
rotary motion, actuators are typically a better choice for 
intermittently creating a limited range of movement for a 
mechanical component, such as moving various mechanical 
arms, opening or closing valves, raising heavy press rolls, 
applying pressure to presses. 

4) Computer control 
Computers can perform both sequential control and feedback 
control, and typically a single computer will do both in an 
industrial application. Programmable logic controllers (PLCs) 
are a type of special purpose microprocessor that replaced 
many hardware components such as timers and drum 
sequencers used in relay logic type systems. General purpose 
process control computers have increasingly replaced stand 
alone controllers, with a single computer able to perform the 
operations of hundreds of controllers. Process control 
computers can process data from a network of PLCs, 
instruments and controllers in order to implement typical 
(such as PID) control of many individual variables or, in some 
cases, to implement complex control algorithms using 
multiple inputs and mathematical manipulations. They can 
also analyze data and create real time graphical displays for 
operators and run reports for operators, engineers and 
management. 

Control of an automated teller machine (ATM) is an example 
of an interactive process in which a computer will perform a 
logic derived response to a user selection based on 
information retrieved from a networked database. The ATM 
process has similarities with other online transaction 
processes. The different logical responses are called scenarios. 
Such processes are typically designed with the aid of use cases 
and flowcharts which guide the writing of the software code. 

 
V.   Economy of scope arises in several sectors of 

manufacturing, but perhaps the most predominantly in 
electronic product manufacturing where complete product life 
cycle, from conception to market, are executed in a matter of 
months, if not weeks. Therefore, to shrink the time to market 
drastically use of automated tools is mandated in all phases of 
the product life cycle. Additionally, since a wide variety of 
products need to be manufactured within the life period of a 
factory, rapid programmability and reconfigurability of 
machines and processes becomes a key requirement for 
commercial success. Such an automated production system 
also enables the industry to exploit a much larger market and 
also protects itself against fluctuations in demand for a given 
class of products. Indeed it is being driven by the economy of 
scope, and enabled by Industrial Automation Technology that 
Flexible Manufacturing (i.e. producing various products with 
the same machine) has been conceived to increase the scope of 
manufacturing. Next let us see the various major kinds of 
production systems, or factories, exist. This would be followed 
by a discussion on the various types of automation systems that 
are appropriate for each of these categories. 

 
Types of production sysems:- 
Major industrial processes can be categorized as follows 

based on their scale and scope of production.  
 Continuous flow process: Manufactured product is in 

continuous quantities i.e., the product is not a discrete object. 
Moreover, for such processes, the volume of production is 
generally very high, while the product variation is relatively 
low. Typical examples of such processes include Oil 
Refineries, Iron and Steel Plants, Cement and Chemical Plants.     
Mass Manufacturing of Discrete Products: Products are 
discrete objects and manufactured in large volumes. Product 
variation is very limited. Typical examples are Appliances, 
Automobiles etc.  

 Batch Production: In a batch production process the 
product is either discrete or continuous. However, the variation 
in product types is larger than in continuous-flow processes. 
The same set of equipment is used to manufacture all the 
product types. However for each batch of a given product type 
a distinct set of operating parameters must be established. This 
set is often referred to as the “recipe” for the batch. Typical 
examples here would be Pharmaceuticals, Casting Foundries, 
Plastic moulding, Printing etc.  

Job shop Production: Typically designed for 
manufacturing small quantities of discrete products, which are 
custom built, generally according to drawings supplied by 
customers. Any variation in the product can be made. 
Examples include Machine Shops, Prototyping facilities etc. 
 
VII . Types of automation systems :- 

Automation systems can be categorized based on the 
flexibility and level of integration in manufacturing process 
operations. Various automation systems can be classified as 
follows  
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Fixed Automation: It is used in high volume production 
with dedicated equipment, which has a fixed set of operation 
and designed to be efficient for this set. Continuous flow and 
Discrete Mass Production systems use this automation. e.g. 
Distillation Process, Conveyors, Paint Shops, Transfer lines 
etc. A process using mechanized machinery to perform fixed 
and repetitive operations in order to produce a high volume of 
similar parts. 

 Programmable Automation: It is used for a changeable 
sequence of operation and configuration of the machines using 
electronic controls. However, non-trivial programming effort 
may be needed to reprogram the machine or sequence of 
operations. Investment on programmable equipment is less, as 
production process is not changed frequently. It is typically 
used in Batch process where job variety is low and product 
volume is medium to high, and sometimes in mass production 
also. e.g. in Steel Rolling Mills, Paper Mills etc. 

 Flexible Automation: It is used in Flexible Manufacturing 
Systems (FMS) which is invariably computer controlled. 
Human operators give high-level commands in the form of 
codes entered into computer identifying product and its 
location in the sequence and the lower level changes are done 
automatically. Each production machine receives 
settings/instructions from computer. These automatically 
loads/unloads required tools and carries out their processing 
instructions. After processing, products are automatically 
transferred to next machine. It is typically used in job shops 
and batch processes where product varieties are high and job 
volumes are medium to low. Such systems typically use Multi 
purpose CNC machines, Automated Guided Vehicles (AGV) 
etc. 

VIII. Integrated Automation: It denotes complete 
automation of a manufacturing plant, with all processes 
functioning under computer control and under coordination 
through digital information processing. It includes technologies 
such as computer-aided design and manufacturing, computer-
aided process planning, computer numerical control machine 
tools, flexible machining systems, automated storage and 
retrieval systems, automated material handling systems such as 
robots and automated cranes and conveyors, computerized 
scheduling and production control. It may also integrate a 
business system through a common database. In other words, it 
symbolizes full integration of process and management 
operations using information and communication technologies. 
Typical examples of such technologies are seen in Advanced 
Process Automation Systems and Computer Integrated 
Manufacturing (CIM). 
 
IX.   ADVANTAGES AND DISADVANTAGES- 

The main advantages of automation are: 

• Increased throughput or productivity. 

• Improved quality or increased predictability of 
quality. 

• Improved robustness (consistency), of processes or 
product. 

• Increased consistency of output. 

• Reduced direct human labor costs and expenses. 

The following methods are often employed to improve 
productivity, quality, or robustness. 

• Install automation in operations to reduce cycle time. 

• Install automation where a high degree of accuracy is 
required. 

• Replacing human operators in tasks that involve hard 
physical or monotonous work, 

• Replacing humans in tasks done in dangerous 
environments (i.e. fire, space, volcanoes, nuclear 
facilities, underwater, etc.) 

• Performing tasks that are beyond human capabilities 
of size, weight, speed, endurance, etc. 

• Reduces operation time and work handling time 
significantly. 

• Frees up workers to take on other roles. 

• Provides higher level jobs in the development, 
deployment, maintenance and running of the 
automated processes. 

The main disadvantages of automation are: 

• Security Threats/Vulnerability: An automated system 
may have a limited level of intelligence, and is 
therefore more susceptible to committing errors 
outside of its immediate scope of knowledge (e.g., it 
is typically unable to apply the rules of simple logic 
to general propositions). 

• Unpredictable/excessive development costs: The 
research and develeopment cost of automating a 
process may exceed the cost saved by the automation 
itself. 

• High initial cost: The automation of a new product or 
plant typically requires a very large initial investment 
in comparison with the unit cost of the product, 
although the cost of automation may be spread 
among many products and over time. 

In manufacturing, the purpose of automation has shifted to 
issues broader than productivity, cost, and time. 
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      X. AUTOMATION USING IOT 
I. INTODUCTION-In recent years a wide range of 

industrial IoT applications have been developed and deployed. 
Evolution of this starts from RFID technology, which allows 
microchips to transmit the identification information to a reader 
through wireless communication. By using RFID readers, 
people can identify, track, and monitor any objects attached 
with RFID tags automatically. Another technology is the 
wireless sensor networks (WSNs), which mainly use 
interconnected intelligent sensors to sense and monitoring. Its 
applications include environmental monitoring, industrial 
monitoring, traffic monitoring. Both RFID and WSN are used 
to develop IoT. Then upcoming technology is IoT with 
Artificial Intelligent. In previous year, Industry was monitored 
manually, but this paper introduces Artificial Intelligent to 
monitor as well as control the Industry autonomously without 
human intervention.  

II. GOALS AND OBJECTIVES To develop a system 
which will automatically monitor the industrial applications 
and generate Alerts/Alarms or take intelligent Decision using 
concept of IoT. And also design the system to Take Intelligent 
Decision and Control Devices.  

III. EXISTING SYSTEM No ways to detect un-even 
condition in industry. Manual intervention required for 
monitoring. CCTV used which only monitor but no Alert 
generation. Alert and their appropriate actions not present 
manually. Time consuming approach to detect and generate 
Alert Manually  

 
Significant applications 
The automatic telephone switchboard was introduced in 1892 
along with dial telephones. By 1929, 31.9% of the Bell system 
was automatic. Automatic telephone switching originally used 
vacuum tube amplifiers and electro-mechanical switches, 
which consumed a large amount of electricity. Call volume 
eventually grew so fast that it was feared the telephone system 
would consume all electricity production, prompting Bell Labs 
to begin research on the transistor. 
The logic performed by telephone switching relays was the 
inspiration for the digital computer. The first commercially 
successful glass bottle blowing machine was an automatic 
model introduced in 1905. The machine, operated by a two-
man crew working 12-hour shifts, could produce 17,280 
bottles in 24 hours, compared to 2,880 bottles made by a crew 
of six men and boys working in a shop for a day. The cost of 
making bottles by machine was 10 to 12 cents per gross 
compared to $1.80 per gross by the manual glassblowers and 
helpers. 

Sectional electric drives were developed using control theory. 
Sectional electric drives are used on different sections of a 
machine where a precise differential must be maintained 
between the sections. In steel rolling, the metal elongates as it 
passes through pairs of rollers, which must run at successively 
faster speeds. In paper making the paper sheet shrinks as it 
passes around steam heated drying arranged in groups, which 
must run at successively slower speeds. The first application 

of a sectional electric drive was on a paper machine in 1919. 
One of the most important developments in the steel industry 
during the 20th century was continuous wide strip rolling, 
developed by Armco in 1928. 

Before automation many chemicals were made in batches. In 
1930, with the widespread use of instruments and the 
emerging use of controllers, the founder of Dow Chemical Co. 
was advocating continuous production. 

Self-acting machine tools that displaced hand dexterity so they 
could be operated by boys and unskilled laborers were 
developed by James Nasmyth in the 1840s. Machine tools 
were automated with Numerical control (NC) using punched 
paper tape in the 1950s. This soon evolved into computerized 
numerical control (CNC). 

Today extensive automation is practiced in practically every 
type of manufacturing and assembly process. Some of the 
larger processes include electrical power generation, oil 
refining, chemicals, steel mills, plastics, cement plants, 
fertilizer plants, pulp and paper mills, automobile and truck 
assembly, aircraft production, glass manufacturing, natural gas 
separation plants, food and beverage processing, canning and 
bottling and manufacture of various kinds of parts. Robots are 
especially useful in hazardous applications like automobile 
spray painting. Robots are also used to assemble electronic 
circuit boards. Automotive welding is done with robots and 
automatic welders are used in applications like pipelines. 

IV. NEED OF SYSTEM Industry alert are based on 
manual intervention. Notification for any circumstances in 
Industry not provided. Appropriate action for this condition 
taking.  

V. OVERVIEW OF SYSTEM In this modern era of 
automation and advanced computing using IoT with Artificial 
Intelligence offer promising solutions towards the automation 
of Industry. In order to understand the development of IoT in 
industries, this paper reviews the current research of IoT, key 
enabling technologies, major IoT applications in industries, and 
identifies research trends and challenges. The Internet of 
Things allows objects to be sensed and controlled remotely 
across existing network infrastructure. 

 
 
 
                              CONCLUSION 
Nowadays we need everything computerized. Earlier we 

can only monitor the situations with the help of cameras. In 
industries to reduce manual overhead we have implemented 
Internet of Things (IoT) in Industry to monitor as well as to 
inform the responsible person to take appropriate measures, but 
this will partially fulfill our requirement. As sometimes it will 
be late in this process and it will harm to property as well as 
life. For this purpose we are developing a system for Industrial 
Automation using IoT with the help of Artificial Intelligence to 
make system automated which will take intelligent decisions. 
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